
 

 

All consumers should be on alert for letters, similar to the one included that are being received via mail. The letter includes a 

check made payable directly to the consumer, along with detailed instructions on how to disposition the funds. The letter states 

the consumer has been selected to be a “Mystery Shopper”. All the consumer needs to do is deposit the check, withdraw the 

funds, and purchase gift cards. The consumer is then asked to text or email photos of the cards directly to the fraudsters. The 

consumer is even “paid” for their work! Unfortunately, the check ends up returned as being fictitious and a financial loss occurs. 

The Federal Trade Commission has released an article pertaining to this particular scam, which is included below. 

At First Federal, we want to keep you and your account safe! Please be aware of these types of scams and never hesitate to 

contact us if you receive something that doesn’t seem quite right. 

https://www.consumer.ftc.gov/blog/2018/05/scam-story-secret-shopping-and-fake-

checks?fbclid=IwAR0c3NOzOI376JnkG0frFstANF6198VW9-YqEOk1k6qooga3diYCQ7xMVH0 
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